[image: image1.jpg]



CIPS Knowledge[image: image2.jpg]OCIPS

Chartered Institute of
Procurement & Supply



[image: image3.png]





Counterfeit Tips for all stages of the Procurement & Supply Cycle : 
Stage 1 – Understand need and develop a high level specification

Customer Needs

The first stage in the procurement cycle is to fully understand the customer needs. Considering the ‘needs and impact’. 
This will start with identifying who your customers are, both internal and external, and also identifying who is your end customer or consumer of the goods or services provision that you are looking to establish. 

The same overall process should be applied to ensure you fully understand the outcomes required, and indeed what outcomes your ‘customers’ are expecting.
It is then useful to consider how Counterfeit could impact the business or organsiation in relation to that need; developing it, acquiring or using it, and then what happens to it at end of life or period of use. . 
Some useful steps to take understand the need: 

1) Who are the customers and stakeholders and what are their levels of interest and input? 

2) What are the required or the intended outcomes? 

3) Have any of the products or commodities bought previously had any significant prices changes or external factors occurred that have driven major changes to demand, capacity or pricing? 

4) Undertake research to see if any of the ‘goods’ are now a higher risk item or have high counterfeit risk material content

5) Identify any high risk countries or particular commodities that may be or become targets for counterfeiters. 

6) Check to see if any Original Equipment Manufacturer (OEM) or item part numbers are featuring on any counterfeit registers 

7) Check industry and sector counterfeit risk websites 

a. Money laundering 

b. Pharmaceutical or Food 

c. Country or locations and categories that are higher risk of counterfeit 

8) Build your awareness that google searches for materials and products drives counterfeit manufacture as this is where counterfeiters look for product demand. This means your searches can drive the manufacture of counterfeit goods. 

9) How could our use potentially drive any counterfeit interest or activity

10) What happens as part of the asset management, will the period of use outlive the life of any related parts, and what happens when we have ended our use of the ‘need’ and what waste, recycling or repurposing opportunities are there. 

Sources of information 
· For Electronics is the UK Anti Counterfeit forum. 
· For bearings is the bearings fraud group

Stakeholder Engagement 

Early engagement with all stakeholders as part of understanding the need is essential. 

In any activity an organisation undertakes, whether strategic, operational or tactical, the activity can only be successful with the input, commitment and support of its key stakeholders. Gaining and maintaining the support and commitment of stakeholders requires a continuous process of engaging the right stakeholders at the right time and understanding and managing their needs and expectations.

Stakeholders should be identified first of all, and then consulted with to understand their level of influence and interest in the project, and also to help identify any other direct or indirectly linked stakeholders. 

See CIPS knowledge pages – Stakeholder engagement 

Once you have identified all stakeholders, then you should undertake a Risk Analysis for the potential products. 
This will also allow you to understand and then develop the scope of arrangements needed to prevent and support the counterfeit risk. This can involve grading the counterfeit risk, in a similar way to which you would do for any other risk events. 

Procurement Policy– incorporating Counterfeit and increasing awareness  
Counterfeit should be recognised in your procurement policy. 

Designing, implementing and reviewing the policys impact helps your business to build Resilience against counterfeit risks. 

Ask yourself the following questions; 

· Do we understand what counterfeit is or could mean to our organization?
· Do we understand what it means to our organisation? 

· Do we recognise sustainability/ counterfeit/ ethics and their related impacts? 

· What is our level of awareness of materials and how they can be counterfeited?  

· Have we any of our own case studies/ lessons learned/ testimonials, can we learn from others? 
· Can we be open about the problem? shining a light onto it can change the behaviours that can be conducive to breaches ?
· Do we know about it, its implications and how it can affect our organisation and reputation? 

· Are we buying a specific recognised standard for example; 

· British standard 

· Kite marked 

· Manufacturers specification

· Manufacturers standard

· Patenting or Intellectual property rights both for the acquisition of, and for the end of life and circular economy impact. 

In Summary: 

1) create the governance; a policy or statement of commitment and then ensure the whole organization is aware of it, and can live it. 
2) roll out and live the policy; training and building awareness of the counterfeit risk and how to mitigate or prevent it, and what to do if it occurs. Training should be extended to employees and the organsiations stakeholders, and then throughout the suppliers and ultimately throughout the supply chain. 

3) consider the Impact; in order to have the greatest impact and effect, this should be done in a supportive and collaborative tone to ensure that everyone is fully bought into and feels confident and prepared. 

CIPS suggests that you include counterfeit in your procurement policy, encourage collaboration and sharing of knowledge to negate the risk, and promote the topic to help build awareness to help suppliers and stakeholders to know you are serious about it.

Counterfeit Risk Model 

The research you undertake should then allow you to better understand the risk profile for the products or services that you are looking to buy. This can then influence your organisation’s approached to preventing, mitigating, managing and learning in relation to the risk of Counterfeit. 


Risk 


                                                                     Importance to organisation                                                                                                                                            

Lack of knowledge and understanding is a factor that could affect the risk appetite, risk approach and the need to increase resilience against Counterfeit risk. Its essential that you research and review much literature and sources of knowledge and information to support the reduction in counterfeiting globally as another part of Ethical and Sustainable sourcing and supply management. 
Counterfeit – are you prepared? 

A final check as part of your ‘understanding the need’ 

1) Review websites and registers 

2) Don’t assume that ‘outsourcing’ removes the risk 

3) Things may have changed since last time you researched the market 

4) Question your organisation’s capability and skills in preventing/ understanding/ knowing about and dealing with counterfeit occurrences  

5) Ethical implications and considerations 

Useful sources of information 

The following may be helpful : 

Case study link      

Video on counterfeit link 
It’s recommended that you look to multiple sources for information, guidance, and support relating to Counterfeit risk. 

Some that you may find helpful: 
· Searching websites where you can check for counterfeit goods occurrences 

· Reviewing case study examples of Counterfeit occurrences, and mitigation 
· How to find genuine products - https://www.brand-i.org/ 

· World Trade Organisation -  https://www.wto.org/english/news_e/news12_e/trip_05jun12_e.htm 

· International Chamber of Commerce - http://www.iccwbo.org/products-and-services/fighting-commercial-crime/counterfeiting-intelligence-bureau/ 

· Counterfeiting Intelligence Bureau
· Counterforce
· Countersearch
· Countertech
· Further Services
· Hologram Image Register
· Investigation Services
· World Intellectual property organisation - http://www.wipo.int/enforcement/en/global_congress/
· European Medicines agency - http://www.ema.europa.eu/ema/index.jsp?curl=pages/special_topics/general/general_content_000186.jsp 

· Managing suspect items in the Nuclear Industry  http://www-pub.iaea.org/books/iaeabooks/6069/Managing-Suspect-and-Counterfeit-Items-in-the-Nuclear-Industry 

· Stop fake bearings group - http://stopfakebearings.com/
UK links 

· How to report online fraud or Counterfeit in the UK - http://www.actionfraud.police.uk/
· WHICH - http://www.which.co.uk/consumer-rights/action/how-to-report-fake-or-counterfeit-products 

· How to spot a fake website - http://www.knowthenet.org.uk/knowledge-centre/spotting-fake-site
· Trading Standards -  https://www.gov.uk/find-local-trading-standards-office
· UK anti counterfeit forum - http://www.anticounterfeitingforum.org.uk/
· Forgery and Counterfeiting act - http://www.legislation.gov.uk/ukpga/1981/45 

· UK Government - Good manufacturing practice and good distribution practice - guidance - Medicines, medical devices and blood regulation and safety
Stage 2- Market and Commodity and options (including make or buy assessment)

Market and Commodity 

Once the ‘need’ is clear and defined, the following questions should be asked; 

· Where do the goods/ materials come from 

· What is the risk of buying from each source 

· What impact will my demand have on this market, to the overall shape of it

· Will it distort it? 

· What’s the impact of the distortion? 

· What’s the knock on effect? 

· Is this short term, or a residual impact that will hit longer term? 

· What impact will quality testing through the supply or at goods in have on the overall lead time and what implications are there for any quarantining?  

· Could the standards we require or the overall volume requirements drive counterfeit activity to another area? 

By evaluating the market and also being realistic about your own organisations knowledge, capability and relationship with the marketplace, you will be able to see how much time and effort you will need to put into the sourcing and management of suppliers. 

· How great is my demand in comparison to the overall market for supply? 

· Are there established suppliers or are there potential new entrants? 

· How skilled are the suppliers? 

· How skilled are we at preventing/ managing/ dealing with counterfeit? 

· Are other people or industry activities increasing the risk of counterfeit or are other stakeholder organisations experiencing it? 

· How mature are we with quality compliance and traceability in our organization and through our supply chain? 

New suppliers

Low demand                                         High demand 

 Known suppliers


For 

new suppliers and high demand, these will require high visibility, careful mitigation planning and ongoing management to ensure risk of Counterfeit is affectively managed. 

Traceability 

Create a full supply chain map. This should include as far down the supply chain as possible. 

This should be an ‘as is’ position map, and also a ‘potential supply chain’ map, and these may vary for ‘make’ or ‘buy’ supply options.

See Supply Management articles on supply chain mapping here 
Make or Buy 

Part of the procurement process is to consider whether to outsource, offshore or insource goods or services to achieve the best value and expertise.

Outsourcing may be considered following a skills analysis for example a company may not have the necessary skills or technical expertise for a particular function or a project or the time to carry it out. This could be the production of a product, design of a website or a function such as accounts or for procurement a specific category of spend and by outsourcing this to experts may deliver more value quickly or a better output and reduce recruitment and operational costs of employing experts on a full time or part time basis as they can be employed on a contractor and on an ad-hoc basis for project-based work. Outsourcing certain tasks allows you to scale up or down relative to demand without the permanent overheads.

Offshoring is moving a business process and operating it out of a foreign location for example the manufacturing process where labour is cheaper or expertise higher. There are occasions where you can outsource an activity but you are sold an offshore solution where the work is done in a foreign country such as India, Eastern Europe, China, Vietnam, or Korea who have the infrastructure, technology and lower costs.

Insourcing establishes shared service centres within the organisation and groups together a function such as finance from different locations into one group which offers cost savings, standardised processes, streamlining of projects and reporting and efficiency benefits with resources being relocated to one location.

In every case, brand and reputational risk must be considered and also the entire circular economy potential impact of Counterfeit existing or starting to exist. . 

For direct sourcing; 

· Risk of counterfeit is potentially higher and you need to understand how the risk is mitigated 

· Checks are needed in advance and then throughout the contract term. 

When buying as a service;  

· Risk of counterfeit is potentially still high, but the service provider should normally manage the risk

· Checks are still needed in advance and throughout, and clarity of how the supplier will manage counterfeit is required 

The route of supply needs to be from traceable routes with relevant guarantees. 

Authorised routes:  (e.g. cars from approved dealerships) 

· Define this and what it means 

· Authorised distribution 

· Safest route if back up checks are carried out 

· Service agreements

· Insurances 

· Warranties and guarantees 

Non- authorised route (e.g. car private sale) 

· Direct sourcing 

· These are normally a higher risk 

It is sensible to review a number of sources of information and also to consider widely the potential impact of counterfeit or wider non conformance as good practice. 

This exercise could lead to finding information that influences the original ideas and identification of need, and can also have a financial and sustainability impact on the intended purchases or acquisitions. The outcome of this stage should help to inform the business case. 

Additionally, such considerations as 

· What Reputational impact of counterfeit 

· What Repercussion of your obsolescence/ asset management/ long term asset planning/ decommissioning activities have on our organsiation being able to continue or impact on other organsiations should we or our activities cease to exist

· What about our equipment lifecycles; could our parts be obsolescent or counterfeited? 

· What would we do if we were victims of counterfeit? 

In summary,
· Plan
· Know your options 
· Know your legal considerations and implications
· Know how to report to authorities and industry 

Stage 3 – Develop Strategy and Plan 

Once you have developed the specification, and outlined the business requirements and assessed the marketplace, the next stage is to develop the strategy and plan and should consider. The potential impact of the external environment should also be taken into account.

It may be the organisation’s policy to use small local suppliers or it may be to move to a global source. If there is competition, and you are well positioned to leverage the market, you may decide to conduct a competitive tender. If however you are reliant on one sole source of supply your strategy may be to develop competition in the marketplace or bring this in house. If for example your volume represents 50% of your supplier’s total turnover your procurement power will be greater, however also presents risks. All of these considerations should be incorporated within your analysis.

At this point, you should have a good understanding of the location of known sources of counterfeit raw materials or products that may be used in or appear in your product or service specification. 

The Counterfeit risk model that you have created at stage 2 should highlight risk areas, locations, materials, and suppliers. 

The location of sources of counterfeit will influence your make or buy decision. 

You should also have a good consideration of the resource, cost implications and skill sets needed for ‘managing’ the risk. 

The following questions can be asked:  

1) Can we source with confidence? 

· Yes – then there will probably be less testing required through the (buying) cycle 

· No – then there will need to be high levels of testing, potentially high through to extreme. 

· yes we can – manage this 

· or no we cant – 

· can we do something to prevent or use an alternative? 

· Links to the designers/ engineers/ design alternatives? 

· Can third parties help with this? 

2) Is what I’m sourcing 

· Readily available – 

· available from authorised dealers 

· then yes we can go to market 

· Old or obsolete or not readily available 

· are there alternatives or alternative routes

·  can we service redesign

· Can we partner with another provider or design alternatives 

· We should explore new or unknown suppliers  and Can Third party assurances or testing help? 

3) In the case of  the suppliers

· What level of expertise do they have? 

· What skills in QA management and control do they have? 

· How well can they support the QA element 

· What options do I have and what risk does each present? 

· Should I go to ‘expert’ suppliers? 

· What is the level of expertise/ awareness/ capability in the suppliers own buying capability? 

· What is the ‘cascade ability’ for counterfeit capability? 

· What are the behaviours? 

4) Payment and related counterfeit implications 

· Do we pay upfront to secure the supply? 

· Do we pay on receipt and have QA approval to ensure liability for counterfeit sits in the appropriate place? 

· This must be considered as part of considering the strategy. 

The supply chain professional and buying organisation must understand the real risk value and incorporate all findings into the procurement strategy. 

Procurement Strategy considerations

1) Timings of the procurement process and the impact on market’s availability/ overall demand profile 

2) How will this affect the supply chains capacity and what is the overall impact of my new demand going to have. 

3) Is the demand significant or valuable enough to attract/ create interest for counterfeiting? 

4) Understanding of the overall market and the implication to your intended procurement strategy:

· Is the timing flexible 

· What are the locations of the suppliers 

· Are there any changes to ownership/ mergers/ acquisitions due

· Is the manufacturing location changing

· Which suppliers do you truly believe can meet the need

· Where are they – in a high risk location? 

· What potential reputational risks are there? 

· What potential financial risks are there? 

· Google searches on addresses using google earth can highlight the real location of a business and may give insight to a potential fake business (e.g. registered office is a flat in a residential or urban location) 

· Visit the supplier’s locations. 

· Consider sole supplier and dual supply options 

· Consider the overall impact 

Test the strategy against the all of the potential suppliers and revisit the risks. Decisions around appetite and ability to manage the risks against the reward of using a particular supply chain or material can then be incorporated into the strategy. 

Stage 4- testing the market  

Where Counterfeit risk is either suspected or known, to test the market with the same Counterfeit risk rigor approach as you have for your own organsiation. 

This can be done effectively by 

· testing your own risk management and policy approach with the market 

· designing questions on general risk and resilience into the Pre Qualification Questionnaire

· including a section to test the ‘trustworthiness’ of the supply market as to Counterfeit Risk. 

The Counterfeit market test element should be an addition and compliment your usual market testing or pre

qualification questionnaire section. In can also include requests for information prior to any request for 

quotations to ensure that the specification and need identified can be supported by the marketplace. 

It is good practice to incorporate any formal responses into the final contractual agreement, in particular any 

areas that have an impact on short, medium or longer term liabilities and warranties. This can include all 

elements related to counterfeit prevention, management, mitigation and the impact of any occurrences. In 

addition,  impact management commitments or clauses can be included. 

Stage 6 – Supplier Selection to participate in ITT/ RFP/ Negotiation 

Conducting a Request for Information (RFI) at this stage in the procurement cycle will help to gain insights into suppliers, size, capabilities, financials, strengths and weaknesses before assessing whether they should be included in the tender process.
Considering the way the RFI will be evaluated is essential, and deciding what the most important factors are will provide some structure to the evaluation of potential options and approaches. 
Ranking the performance qualifiers against the business needs with key stakeholders is a useful exercise at this stage as this will help you to ensure that the RFI is a purposeful exercise and will help build the confidence and trust with the stakeholder group that the right approach is being taken. 

This ranking, prioritising and agreeing what ‘good ‘ should look like with then make the process of reviewing the RFI responses against the selection criteria in order to select whom to invite to participate in the subsequent full tender process.
Suitability and good standing
In this stage you are testing the suitability and general good standing and you should ensure throughout that the relevant level of consideration is given to the Counterfeit risk and mitigation. 

The Weighting the counterfeit should have (linked to the risk profile and risk matrix) will be dictated by the upfront assessment of the market, the prevalence of counterfeit activity and the potential that your new requirement could have on the market. 

Test the PQQ responses fully 

This can include 

· simple Google or Google earth checks on the registered offices or trading locations to ensure they visibly look like the organisations site. 

· Recheck and undertake mini investigations on the financial standing and financial assessment results 

· Check any blacklisting or ‘caution’ lists 

· Check references provided and contact customers and suppliers to gain feedback and assurance of their existence and capability. 

· Undertake site visits at this point where you can and include 

· General audit of the organization and its trading

· Site visit 

· Staff – speak to all levels of staff to uncover any issues and get an insight into the culture of the organization 

· Suppliers and their supply chain, in particular related to the products of services you are looking to acquire. 

If Counterfeit is a reasonable risk, then you can also include questions on their past experience of counterfeit and how they have managed any events or occurrences. 

Remember to review your earlier thoughts, research and findings from earlier stages as a final check to ensure you have incorporated and considered all you intended to. 

Additional ideas for consideration in your Pre Qualification or tendering 

· Create a counterfeit module for staff training – this could be for the procurement staff, and also for all general staff and employees

· Create a counterfeit awareness package/ e – learning  for counterfeit that can be provided to employees/ suppliers/ etc.  

· Quality material auditors – organize for these to come in and undertake ‘testing’ – some also offer training and support, or ‘gap analysis’ in addition to auditing, 

· Incorporate ‘counterfeit’ into your organisations normal audit or business audit 

Stage 7- issue ITT/ RFP

Once you have selected the companies to participate, a formal Invitation to Tender (ITT) and Request for quotation (RFQ) or request for price (RFP) is sent out to participants; items to be included are the scope of the requirement including key outcomes, a full specification and the suite of documentation developed around the business requirements. 

The ITT and RFP should include: 

· Full instructions on how to participate 

· How and to whom to submit 

· Clear timetable for the intended procurement process  highlighting key milestones for the process and also the implementation of the subsequent contract

· Clarity around how to deal with questions

· Date by which to respond or submit proposals

The IPP or RFP can be structured in the following way: 

· Vision or strategic objectives 

· Key outcomes or deliverables 

· Draft terms for the arrangement including the proposed Terms and condition (see CIPS Counterfeit prevention suggested Terms and Conditions knowledge summary) 

· Supplier map – showing the supply chain to be used and the borders they might cross 

· Quality plan ‘template’ – the proposal can ask for proposed quality plans for managing compliance and the risk of counterfeit, and also a proposal on how to manage wider non-conformance occurrences. 

· Outlines of any third party testing or laboratories to ensure materiel compliance. 

· End of life, exit, obsolescence, asset management, waste and circular economy considerations. 

Reviewing the submissions 

The submissions you receive should be reviewed in full in line with the agreed evaluation criteria. 

This is an opportunity to involve the identified stakeholders or ‘customers’ or ‘agents’ to ensure that the responses to the RFI provide you with assurance that what you have asked for and how you have approached the market have given the response you expected. 

If this is not the case, then it’s at this stage that the scope or specification can be reviewed to ensure it’s still fit for purpose. 

It’s also essential to see that any questions asked have been answered fully and if you have asked for assurances, they have been provided or confirmed to you through the submission documentation. 

Causes for concern

Missing documents can be an oversight (although this in itself could raise alarm bells as their attention to detail could reflect lack of attention to detail in conformance), and so if anything has not been submitted you will need to consider why. 

Whether you wish to exercise some flexibility and allow questions and additional submissions of information is down to your assessment of the risk or the opportunity and other implications to your tendering environment. 

Stage 8 – Bid/ Tender evaluation 

After the responses to your bid or tender have been received then you should undertake your evaluation. 

The evaluation team and criteria that were set out as part of the tender planning now need to be put into action to evaluate the responses to the Tender (ITT) and Request for quotation (RFQ) or request for price (RFP). 

Reviewing the submissions 

The submissions you receive should be reviewed in full in line with the agreed evaluation criteria. 

This is an opportunity to involve the identified stakeholders or ‘customers’ or ‘agents’ to ensure that the responses to the RFI provide you with assurance that what you have asked for and how you have approached the market have given the response you expected. 

If this is not the case, then it’s at this stage that the scope or specification can be reviewed to ensure it’s still fit for purpose. 

It’s also essential to see that any questions asked have been answered fully and if you have asked for assurances, they have been provided or confirmed to you through the submission documentation. 

Causes for concern

Missing documents can be an oversight (although this in itself could raise alarm bells as their attention to detail could reflect lack of attention to detail in conformance), and so if anything has not been submitted you will need to consider why. 

Unusually low pricing can also be a warning signal. Often the ‘too good to be true’ test can show that unrealistic pricing could come with some unwanted outcomes. For example, your market testing should have given you an expectation of the sort of bids you should receive from the invitation to tender. Unusually low prices can be a risk especially in terms of specification compliance and could mean that counterfeit materiel could be involved. 

What to do next 

You can undertake an open and fair approach of giving the bidders an opportunity to review their submissions and ensure all intended documentation or responses are included in their bid. 

If you have cause to suspect something is too good to be true, you can carefully plan and then ask some further questions of the bidders to ensure you are satisfied in the legitimacy of the bid and offers made. 

For further information; see the CIPS guidance on what to do if you find Counterfeit. 

Stage 9- Contract Award  

Once the supplier has been selected a contract is typically developed which allows both parties to fully understand their obligations and the key success criteria for the agreement. This forms the foundation to manage the contract and relationship effectively. The agreed terms and conditions help to minimise contractual risks and exposure when doing business. 

Once the contract and terms are agreed then the communication and implementation process can begin with clear timescales and parameters set out on both sides, including relevant stakeholder groups to manage the implementation effectively.

The Terms and conditions must be embedded into the contract and the performance measures agreed with the supplier before the contract commences. 

Stakeholder engagement for contract award and mobilisation: 

· A programme of engagement for the implementation of the new supply contract should be constructed. 

· Stakeholders that should be communicated with are 

· Goods in 

· Operations

· QA teams/ technical/ testing including any third party testing

· Warehousing/ stores 

· Suppliers, customers, community 

· Goods in checks/ QA/ quarantine procedures specifically for quarantine and what to do when an issues is found should be part of all briefing and training. 

· There should be a counterfeit specific induction and section on risk mitigation as part of the contract. 

· Clarify and confirm the relationship management including the meetings, performance reporting and audit priorities for the arrangement. 

· Relationships and trust needs to be built up to ensure counterfeit is an absolute priority and the supplier and buyer have implicit trust to be able to discuss and give early notification of any risks or potential breeches. Lack of trust and openness can risk issues being kept undisclosed and so the nature of the relationship must be carefully considered, planned and managed. 

· Outline, discuss and clarify any areas of concern relating to the overall term for the arrangement, future exit planning and any obsolescence/ asset management/ waste considerations or implications. 

Stage 10- Warehouse Logistics and Receipt   

The warehouse operations need to be considered in terms of the product coding and classification, space, layout and racking, frequency of deliveries, order processing and booking in procedures to ensure an efficient process, along with any other business requirements. The Terms and Conditions must be embedded into the contract and the performance measures agreed with the supplier before the contract commences. 

Quality Assurance and Control 

The quality and assurance and control elements should have been incorporated into the contract and all warehouse and goods in staff briefed and trained in what to expect and what to do if a counterfeit or non-conformance delivery is received. 

This awareness and training should also have been briefed to all operational staff involved in the processing or use of the goods or services. 

Good practice is also to provide samples and examples of the ‘acceptable’ and ‘reject’ goods or items so that all stakeholders in the organisation are confident in being able to identify potentially counterfeit items. For more advanced assurance and control, this would involve material content and testing equipment that can be used to ensure that all goods conform to the agreed standard and specification. 
Receipt of goods

The following checks should be carried out on receiving the goods, ideally before they are receipted for; 

· Are the goods supplied to the standard specified in the contract 

· Reports from the supplier and certificates of compliance 

· Relevant testing and QA approvals

· Material testing

· Disposition and Quarantining procedures and protocols for any suspected breaches to compliance or counterfeit occurrences

You may need to review the competency/ skills or training that your goods in teams have. This may also have a ‘lead time’ implication, particularly where there are ‘just in time’ operations demands. 

Testing tips and tools 

1) Spectrometer or scientific tools 

2) Increase the inspection frequency dependent on the ‘grade’ or ‘risk’ 

3) 3rd party inspections (if deemed necessary or if something changes through the life of the contract) 

4) Check relevant databases and alert sites and set up Google alerts 

5) OEM’s may provide help/ evidence/ confirmations of authenticity of items or provide alerts/ reports/ early notifications

How to spot counterfeit 

The following can checks can help identify any potential non-conformance or counterfeit 

· Part numbers

· Year of manufacture

· Industry specific databases 

What to do if you discover a counterfeit issue

When you discover a counterfeit issue, it’s important to consider the following: 

1) Who is at risk? 

2) Are customers and end users at risk? 

3) Who is at fault? 

4) Quarantine the affected items 

5) Report the issue     (links to who you should report to) 

6) Notify the supplier

When you have an occurrence of counterfeit goods, there are a number of courses of action that can be taken. 

1) Pay for it and accept the subsequent risks 

2) Quarantine and report it to trading standards 

3) Inform the supplier

a.  they must be given the opportunity to investigate it themselves 

b.  You can ask for further samples and send them off for further/ independent analysis. 

As part of establishing the contract, a checklist and policy of what to do in the event of a counterfeit event should be created and embedded into the organization and with the suppliers, and tested and reviewed periodically to ensure it is fit for purpose and any developments, continuous improvement or external factor changes can be taken into account. 
Stage 11- Contract Performance Review and Continuous Improvement    

There should be periodic reviews of performance against Key Performance Indicators (KPI’s) set out in the contract along with discussions on how the relationship is working and resolve any conflicts that have arisen. At this stage discussions and plans can be set for continuous improvement along with the next review date.

Supplier Development 

Contracts must be based on the value and risk implications of counterfeit. This must include tiered suppliers and risk at any point or depth within the supply chain. 

Performance management should include testing of counterfeit procedures and development of the trust between the supplier and the buying organisation to ensure suppliers can confidently notify of any risks/ potential breaches and all parties have a clear, fair agreed process for dealing with any breaches which significantly reduces conflict risks. 

Risk should be reassessed regularly throughout the contract life.

When you have an occurrence of counterfeit goods, there are a number of courses of action that can be taken. 

1) Pay for it and accept the subsequent risks 

2) Quarantine and report it to trading standards 

3) Inform the supplier

a.  they must be given the opportunity to investigate it themselves 

b.  You can ask for further samples and send them off for further/ independent analysis. 

For further information see CIPS knowledge on Counterfeit 
Stage 12- Supplier Relationship Management and Supplier Contract Management and Development     

SRM is an important part of SCM as it reviews the portfolio of suppliers and helps to arrange resources in order to devote the right level of input to the relationship in order to achieve specific objectives. How much time devoted depends on the strategy, type of purchase and length of contract and marketplace.

SRM helps to create the right relationship and environment in which to work on new developments and evaluate the option of streamlining processes. The ultimate goal is to realise efficiencies which will add value and increase the organisations profitability. Having the right relationship with a supplier may be the difference between being first to market with a new concept or in a difficult supply market ensuring you have continuity of supply and reducing your risk.

Performance of the contract 

The following can be undertaken as part of the contract life cycle management; 

· Audits and re audits 

· QA procedures, reporting, KPI’s 

· Quality verses time 

· Relationship – awareness and tip offs to any emerging market forces or PESTLE implications 

· Continuous Improvement including 

· Developments in QA testing and technology 

· Checks 

· Peer networks 

· Information exchange 

· Profile of counterfeit 

· Trust

· Suppliers buying teams and development of their capability 

· Seminars/ joint awareness building 

· Testing procedures 

· Cross industry peers 

· Learning from those industries or companies who are more advanced 

· Internal process improvements and any operations improvements that may impact

· Skills transfers 

· Frequency of incidents – what is driving these and why are they happening? 

· Re – evaluation of the risk of counterfeit as a result of the Continuous improvements 

· Relationships – ensuring these are positioned correctly. 

Alert and Recall procedure 
The alert and recall procedure should be tested and checked to ensure it is effective. 

· In tender 

· In the proposal 

· In the contract 

· Testing of it through supply 

· Impact and any examples 

Promises made during the tendering and contract award processes need to be tested and checked through the contract delivery and compliance checks and can be done through policy and also supply chain capability developments in counterfeit. 

Business Continuity 

Ensure you are prepared as an organsiation on how to ensure operations continue when there is a breach. This can include adding counterfeit risk to the business continuity and crisis management plan. 

Asset Management/ Obsolescence/ Waste and recycling 

These should all be tested regularly as part of the ongoing supplier relationship management. 

This should also be revisited regularly to ensure that any continuous improvement initiatives do not have an adverse effect on these. 

Termination/ End of Life/ Exit

Ensure provisions for good management of the end of the arrangement are in place. 

Global Events 

· Global events can drive/ cause or result in counterfeit goods. 

· Direct effects

· Indirect effects 

· Early warning systems 

· Relationship management can support early notification, prevention and management of global events
Full planned and strategic approach needed to mitigate and manage the risk 
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