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Since the onset of COVID-19, remote working has become a significant requirement for most businesses, driving a major transformation on methods of working for most employees able to work remotely from the office. From a technology standpoint, this presents a number of challenges, such as providing secure access to data/information, secure and cost-effective communications methods and distributed IT equipment. This guide will focus on the commercial and procurement impacts of home working in this context. It is laid out in the same form as other Buying Guides in this series, specifically to identify the key information to provide to potential suppliers, in terms of technical, operational, and commercial considerations.
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Remote Working 
Introduction 

Since the onset of COVID-19, remote working has become a significant requirement for most businesses, driving a major transformation on methods of working for most employees able to work remotely from the office. All indications are that this method of working will become a substantial part of the “new norm” office working mode, with most employees spending substantial time at home with occasional trips to the office, rather than the other way round. 

From a technology standpoint, this presents a number of challenges, such as providing secure access to data/information, secure and cost-effective communications methods and distributed IT equipment. Many companies have implemented emergency measures for the support of remote working for staff, however many of these provisions were on a temporary or emergency basis in response to the crisis. Going forward, more and more businesses will be investigating the best technical, operational, and commercial methods to support home working for the long term.

As a significant portion of applications were delivered via “the Cloud” in software as a service mode already, the technology shift to working from home is largely minimized. Applications can be accessed over the internet from anywhere by definition, subject to availability of login credentials and appropriate access to the internet. The primary change therefore in supporting home working is deriving the most successful way to support remote communications (video conferencing, mobile telephony), remote connectivity (home broadband and security), and remote IT equipment (laptop/desktop, screens).

This guide will focus on the commercial and procurement impacts of home working in this context. It is laid out in the same form as other Buying Guides in this series, specifically to identify the key information to provide to potential suppliers, in terms of technical, operational and commercial considerations. Questions are then provided for suppliers to validate their services/proposals.

This guide is deliberately high level, and for more complex requirements it would be prudent to use external consultants (such as Embedded) to help scope and approach a project such as this.
If you require further assistance, please get in touch with Embedded IT today:

phil.clark@embedded-it.co.uk
http://www.embedded-it.co.uk














Terminology  
Within the industry, much of the terminology is based on acronyms, which are defined as below:

· “2FA” – Two Factor Authentication – the method of using two methods of security to validate your login credentials, such as a password and a dongle, or SecurID token/key fob
· “MFA” – Multi-Factor Authentication – same as 2FA, but with more than 2 authentication methods
· “SSO” – Single Sign-on – a service that allows a user to sign-in once to their PC and all applications refer to this login identification to trust that the user is who they are, without the need to for multiple downstream logins
· “UC” – Unified Communications – the different communications methods (email, voice, voicemail, SMS, Instant Messaging etc.) and how they all interact with each other in a single platform



Major Industry Players
The major vendor players in remote working technologies are as below, with a substantial volume of smaller alternatives available in the marketplace:

· Remote Communications: Zoom, Microsoft Teams, Cisco WebEx, LogMeIn, BlueJeans, Lifesize, Google
· Remote IT Equipment: any laptop/desktop manufacturer such as Apple, Lenovo, HP, Dell, Asus






















Your Specification
Information to provide – Technical

Remote Communications
Please provide the following overview of your requirements:

•	How many users in total, and their general location (e.g. all in UK)?
•	What functionality will the users require from their remote communications service:
· Instant Messaging?
· Voice/Telephony – internally to the company?
· Voice/Telephony – externally to the company?
· Teleconferencing – holding multi-person conversations via voice only medium?
· Voicemail?
· Call forwarding to another number?
· Video Calling – internally to the company?
· Videoconferencing – holding multi-person video calls?
•	For external voice/telephony requirement, approximately how many minutes of calls would be expected and by which type (national, international, mobile, 0800 numbers etc.)?
•	Is there a requirement for a “large meeting” facility (e.g. more than 50 users), or running a webinar for multiple users? If so, how many users will be required to create one of these, and what would the maximum number of attendees be?
•	Is there a requirement to record calls/video conferencing and if so, do you wish to place limits on this?
•	What other software packages will be on the user’s devices and what level of integration would you require? For instance, do you need the ability to schedule a call directly from Outlook? Are there any restrictions on applications that can be downloaded to a user’s PC?
•	How does a user log in to their PC, and is there a requirement to integrate remote communications solutions with this login? Do “single sign-on” or SSO solutions exist within the estate?
•	Is there a need for dedicated audio/visual equipment to be integrated into the solution such as video-conferencing rooms in an office, or home devices dedicated to providing video/microphone access to the services? If so, does this equipment already exist (and provide make/model/location/volume) or if it does not exist, how many devices and what functionality would it need to have?
 

Remote Connectivity
It is assumed that the majority of remote users will have access to home broadband to connect to the internet, which is a cost usually borne by the employee and therefore not required to be provided by the business. Home broadband services are most cost effective if procured by a homeowner as part of their home telephone etc., and there is little benefit in providing broadband services as part of a business solution. Where an employee requires the business to provide home connectivity as part of their working environment, there are usually two options:

•	Wired services – connections that run by cable to an employee’s home
•	Mobile services – connections that run across the mobile network such as 3G/4G/5G

For both types of connection, most telecommunications providers can provide quotes for both options subject to providing an address/post code and confirming the upload/download speed available for each option. 

Once the connection has been established, it is usual that a layer of encryption/security is provided to protect company data flowing across the public internet. This is usually provided by a “Virtual Private Network” or VPN which encrypts data flowing from a remote worker’s house to the office, which is a piece of software that resides on a user’s laptop or desktop. 

The following information is required to specify a VPN solution:

•	Which operating system(s) do the remote workers use on their laptops/desktops (Windows/Mac/Linux)? How many of each will be required?
•	If a mobile phone-based VPN is required, which mobile phones are in use (Apple iOS/Android)? How many of each will be required?
•	Which browsers do users access the internet with (Chrome, Firefox, Microsoft Edge)?
•	Are any 2FA or SSO solutions in place on a user’s PC which require integration?

Note - Selection of a VPN service can be quite specialist and dependent on the technology/communications design within a business, especially if it integrates with a 2FA or SSO solution.

Remote IT Equipment
Most business users are likely to already have a desktop computer in the office and in the interests of re-use/cost reduction there may be a benefit to simply moving the existing desktop computer to the home location. Similarly, many users probably already have a laptop in which case computer equipment is likely to be already provided.

Where this is not the case, users will require home access to their office applications. In some situations, there may be the option to access a “virtual desktop” from their current home (personal) PC. This is effectively a window into a desktop that sits in “the Cloud”, meaning that a remote worker that has access to a browser can login to their work desktop computer remotely without the need for dedicated physical equipment. 

Virtual Desktop Infrastructure, or VDI, has been a technology available for decades and is widely deployed as an alternative to buying physical infrastructure, however it does have technical limitations and can cause issues for common applications such as video/teleconferencing services. VDI services are also commonly known as “Desktop as a Service” solution and can be purchased on a per user per month basis, avoiding any major capital cost for non-complex user requirements. If buying a Desktop as a Service, key information to be provided would be:

•	How many users will require access to the service and on which general hours (e.g. Mon-Fri, 9am-6pm)? Some services can charge per hour or per month, so there may be a cost-effective option to reduce usage by looking at hourly billing)
•	Which applications will the users require as part of their service (e.g. Microsoft Office 365, Anti-virus, SAP)? And approximately how many of each? Which licenses do you already own vs which are required as part of the service?
•	How much storage will each user require to support their personal/work document stores?
•	What sort of specification of desktop is required (number of CPU’s and amount of memory)?
•	How are your current users managed (e.g. using Microsoft Active Directory), and is there are requirement to manage multiple users in groups with policies (e.g. no non-managers can access YouTube)?
•	Which devices will the VDI be accessed from (e.g. Windows, Mac, Chromebook, iPad) and will this be browser access or required an application to be installed?
•	Are there any regulatory or security requirements for the hosting of data in “the Cloud” – specifically do the desktops need to be hosted in a specific geography or in accordance with any other rules?

If a VDI solution is not deemed to be appropriate, then a physical remote equipment (laptops/desktops/screens) solution will be required. Key information to provide will be:

•	Volume and technical specification (CPU, RAM, storage, operating system, size/weight requirements for laptops) for each device type
•	Screen requirements (size, quality, speakers included/excluded) and cabling inputs/outputs required (e.g. HDMI, VGA)
•	Are peripherals (mouse, keyboard, screen, usb hubs) provided as standard?
•	Are devices being installed in non-home or office environments (e.g. on a building site) and therefore require specialist protection (or ruggedization) from the environment?

Solution Constraints
Ensure any solution constraints you may have, or may want to consider, are stipulated such as:
Sustainability (do you want to ask the supplier to demonstrate their credentials for green use of resources?)






















Information to provide – Operational

Support Requirements
As the majority of remote solutions will be single software or hardware platforms, the levels of support will be largely simple warranty/technical support methods by design (reactive call to a helpdesk when there is a problem). However, if Desktop as a Service or outsourced services are procured, these should be designed to support best practice through frameworks such as ITIL.
There are effectively two layers:

•	Technical Support Requirements – the technical skills you need to support your Cloud environment.
•	Service Management Requirements – the operational skills you need to support your Cloud environment.

Although many requirements specifications tend to focus on the technical support requirements, the service management components tend to have the most impact on the success of the relationship. Ensuring you have a clear list of expectations around the service management approach will set the right expectations for the services longer term. Whereas the list below is a long and detailed list, it is worth considering each point and discussing this internally in terms of your expectation from the supplier in each category.

Technical Support Requirements

Remote Communications
For most software solutions, technical support is provided to resolve any major queries with the service. The key requirements for this surround:

•	What service hours do you require support for?
•	Are there additional services you require (such as “concierge services” for helping host large meetings, and if so, how often)?
•	How are service/software updates going to be managed (are they provided by automatically or do they need to be sought out by the business)?

Remote Connectivity
Home provided broadband services will be supported by the home provider (e.g. BT) and as such it is unlikely that a support line will be provided for business usage specifically. Similar to the above however, where support is required it is key to specify:

•	What service hours do you require support for?
•	Equipment replacement times/fault resolution times to ensure a user has an expectation on when a problem will be fixed.









Remote IT Equipment
Desktop as a Service, or VDI solutions, can be relatively complex Cloud services and as a result the quality and availability of technical support is critical to their success. As per previous sections, key technical support questions would be:

•	What service hours do you require support for?
•	Fault resolution times/service level agreements and penalties 

For standard laptop/desktop deployments, usual warranty/maintenance requirements should be stipulated:

•	What is the length of warranty/service life for each device required?
•	What are the processes to return equipment to the provider (direct from home to the provider, or via the office?) if it is faulty, and how is the replacement device shipped to the remote worker?


 

Service Management Requirements
Where a service is being provided, the following points need to be raised with the provider to understand the scope of service being provided. Note: this is a summary of the ITIL process list, more detail is available widely on the internet:

•	Service Strategy:
· What level of engagement will you have with the provider, do they have responsibility for setting strategy for the service/engaging with the business stakeholders to derive the future of the platform?
· How are you going to articulate likely fluctuations in demand and amend the service to cater for these (e.g. seasonal peaks)?
· How are you going to budget and charge for services to internal business users?

•	Service Design:
· Do you require the creation of a catalogue of service items that for users, for easy sourcing and deployment?
· Who will be responsible for management of availability of the services, (including managing outages and reducing the impact of those outages)?
· Who will be responsible for security/compliance – designing a service that ensures appropriate security protections, regulatory compliance checks and other considerations are installed throughout the service?
· Who will be responsible for service level management – ensuring that the services conform to set expectations and reports are produced to demonstrate this on a regular basis?
· Who will be responsible for capacity management – ensuring proactive monitoring of how much technology resources are being used, spotting trends, and proactively suggesting increases or reductions to align cost and capacity?
· Who will be responsible for solution design – ensuring any policies of regulatory requirements are met, any constraints regarding resource or risks are managed?
· Who will be responsible for downstream supplier management – ensuring commercial ownership of any third parties (e.g. software licenses) involved in the services is clearly understood and managed appropriately?
· Who will be responsible for IT service continuity – ensuring failures in the services are proactively mitigated, reactively addressed and roles and responsibilities are clear when failures do occur?

•	Service Transition:
· Ensuring absolute clarity on how to move from the current service to the future service, including risks of change (assumptions, issues, dependencies), creation and management of transition plans.
· Ensuring day to day change is properly managed with approvals and communications appropriately defined.
· Ensuring new releases of software are planned, tested and implemented with the right levels of communication and control with all stakeholders (internal business users, external application support companies etc.).
· Ensuring that all assets and licenses, including any configuration settings within the components, are listed, tracked and maintained including financial management (e.g. depreciation). Clarity around processes for purchasing upgrades or new assets needs consideration.
· Validating and testing new services, or changes to service, such that they are not released to users until they are fault free.
· Maintaining a knowledge database, such as user guides, processes and procedures, and storing it so it is readily available to those who need it.
 

•	Service Operation:
· Maintaining appropriate access control to the services. 
· Trapping and processing all “events” raised by the systems such that potential problems are spotted proactively and addressed before they become a problem.
· Defining and executing processes for new service requests, ensuring people requesting additional services follow the right approvals and controls, and are prioritised appropriately.
· Running a helpdesk, or ticketing system, that takes “incidents” from users of the service and manage these to resolution in accordance with priorities and service level expectations.
· Grouping incidents into “problems”, to address root cause rather than individual incidents as they occur.
· Using automation to improve efficiency and improve accuracy of service operations is a good thing to look for.

•	Continuous Service Improvement:
· Running a process by which regular governance drives service improvements using quality measurement and reporting, tools and data to underpin suggested change.
 


Internal Resource Requirements
For hardware / software being deployed to a home environment, it is critical you have a clear understanding of roles and responsibilities between:

•	The User/Remote Worker
•	The Supplier/Provider
•	The Internal IT team




Where a service is being procured, outline any internal resources you have to provide management, support or configuration of the infrastructure you are looking to move, and clarify their role going forward in terms of interfaces with the suppliers. Specifically:

•	Application Management teams
•	Software Asset Management/License control
•	Desktop Image creation/deployment
•	Desktop support/Infrastructure support teams
•	Security teams
•	Business interfaces if there are multiple business relationships internally


Billing Requirements
Make clear how you expect to be billed for the services, and what you expect regarding invoice detail. This is particularly key for Desktop as a Service (DaaS) or Software as a Service (SaaS) services, which as a variable and consumption-based cost model can become expensive quickly. 
Key points to request would be:

•	Clear boundaries between fixed and variable cost elements on invoicing.
•	For variable cost elements:
· Detailed breakdown of cost drivers, including “price x quantity” metrics if available.
· Allocation to individual users or businesses.

Known Changes/Strategy
Are there any business changes that will need to be considered strategically as part of this new service:

•	Significant increases or decreases in usage volumes?
•	Significant changes in locations/sites?
•	Significant changes in business function (e.g. launch of a product or service)?
•	Significant new applications or infrastructure needs?
•	Changes in regulatory or compliance postures within the business? (e.g. trying to secure a new ISO accreditation)
















Information to provide – Commercial

Outline any preference for financial smoothing. Most providers will flatten the up-front cost of a new service over the term of the agreement if this is your preference, however consider termination charges throughout the term in this regard. For major hardware purchases, leasing may be worth consideration, subject to financial preferences within the business.

•	Are there any critical dates that the provider needs to consider (contract end dates, peak processing dates) when designing their migration plans?
•	Is there a budget set for the project and if so, how is it phased (all up front/capital expense OR operating expense)? What term are the costs budgeted for?
•	If you are able to make term commitments to any aspects of the purchase, there is benefit in outlining those. Service providers will provide substantial discount for a twelve months plus commitment of resources, but be wary of the potential termination costs if your profile changes.
•	For increase/decrease in user populations, how much notice would you be able to give for these changes such that the provider can respond? 
•	For telephony/call minutes, do you have an accurate call profile over time and how would you like to be charged for overage (ie you exceed your call caps/usage commitments)?




























Information to provide – Buying Process

•	What are the timelines that the supplier has for:
· Reading and asking questions in the specification?
· Providing their written proposal?
· Presenting their proposal in person if appropriate?
· Receiving a decision on whether they have been awarded or not?
•	What are your time expectations for the project delivery:
· Supplier commencement date after being awarded?
· Completion of the transition project to new services?
•	What are your standard legal terms/principles for these services that the provider should adhere to?



































Verifying the Responses
Questions to ask – Technical
If products are being procured (e.g. software/hardware) then validating the reseller’s credentials is worth determining, including checking their partner status on the product partner website. Key questions to ask would be:
•	What levels of capability do you have regarding the technologies being requested (number of staff, partner levels/accreditations)?
•	How many other customers does the supplier have that have similar size and type of requirement to you, and are any of them referenceable?
•	What constraints are there with technical solutions in terms of future growth and performance? 
•	Are any of the components included in the solution forecast to go end-of-life within the term and what will be the strategy/charging approach to managing this?
•	For software-based solutions, will patches and upgrades be provided by the provider as part of the service or will they be chargeable, and if so on what frequency is this likely to happen (and at what cost)?

Remote Communications
•	What bandwidth is consumed by remote communications software during a call/video call?
•	What are the technical pre-requisites for the installation of any software being proposed?
•	How secure is the data being transmitted by any communications software installed? How secure is the data being stored in the Cloud (e.g. call recordings)?
•	Are there any limitations for compatibility between a software product and a hardware device (for instance headsets/microphones)?

Remote Connectivity
•	What equipment is required to terminate/connect to the broadband service (e.g. Wi-Fi, specific cable type)?
•	For VPN services:
· what levels encryption are provided?
· Are there any technical limitations on the VPN service provided (bandwidth, types of traffic)?
· What are the technical pre-requisites for the installation of the software being proposed?

Remote IT Equipment
•	What is the weight/size of the different models (to assess portability)?
•	For VDI or DaaS services:
· What are the bandwidth requirements for the delivery of a virtual desktop across a broadband connection?
· Are there any technical limitations on the service provided?
· What are the technical pre-requisites for the installation of any software being proposed?
· Are desktops backed up/capable of restore in the event of failure?




 

Questions to ask – Operational

For hardware/software deployment services:
•	What are the lead times/stock holdings on equipment to ensure available stock?
•	What are the delivery methods to people’s homes / offices and are there any additional charges to consider for exceptional cases (e.g. long distance, expedited delivery)?

For VDI / DaaS or Remote Communications SaaS services:
•	What reporting/monitoring and management will the service come with? How will you be notified of a fault or potential fault?
•	What are the expected turnaround times on a change/problem in terms of response and resolution?
•	What Service Levels will be provided by the supplier and what are the penalties of non-compliance?
•	What are the hours of service for their helpdesk service, in terms of core hours and any extended support hours? Will support for the users be provided directly or is there an expectation that users will phone an internal “expert” before logging a call with the provider?
•	What automation/efficiencies are built into the solution such that support costs are optimised? Is there potential in the future for more automation to be incorporated into the service to reduce charges?
•	What documentation will be provided as part of the service in terms of:
· Design/architecture?
· Processes and procedures?
· Service user information (“How to…” guides etc.)?
•	Which parts of the service are provided by the supplier, and which are provided by other third-party subcontractors (and who are they)?
•	How will new future technologies be considered in terms of the service; will the provider suggest them proactively? How can they be incorporated into the services?
•	How will changes or maintenance windows (e.g. Cloud provider maintenance) to the platform be communicated to the users/operations teams?
•	Who will be the main contact points between client and supplier:
· Helpdesk touchpoints?
· Management/review touchpoints, and frequency/format?
· Executive level escalation touchpoints and triggers?
•	Are processes designed to any standard (such as ITIL) and verified as such by an external auditor?
•	Are the services regulated/certified to any ISO standards and if so, on what scope and when was the most recent audit?
•	For regulated clients, what levels of access do support staff have to call records and what security protocols are in place to protect this personal/sensitive information? Where are support staff based geographically?









Questions to ask – Commercial

•	Are all prices fixed, or will they vary over time with usage/inflation/currency fluctuation? If so, how is this controlled through the contract? How can the supplier protect against bill shock for variable items?
•	What is the expected payment profile (in advance, arrears/payment terms)?
•	Are there any volume discounts available, or what are the thresholds for improved pricing / price changes?
•	If additional work is required, what is the day rate per skill set required and will this be set in the contract at the outset?
•	What are the termination rights for cause/convenience/other scenarios? Is there any expectation of fees on termination/expiry?

For VDI / DaaS or Remote Communications SaaS services:
•	On termination/expiry, what help are the provider going to give to transition away? Will there be any fees to transfer licenses, equipment or numbers as part of the process?
•	On termination/expiry, can the supplier confirm the data transfer approach in terms of who is responsibility for extracting the data from the Cloud, whether this is costed, in what format and within what timeline will it be made available?

Questions to ask – Other

•	Core supplier demographics:
· Turnover/profit for last 3 years?
· Ownership structure?
· Number of customers overall?
· Number of customers in your industry?
· Percentage of revenues that could be associated with this style of service or contract?
· Corporate Social Responsibility/sustainability approach if applicable?

•	Provide reference clients who take a similar service, ideally in a similar industry and company size.

•	What level of accreditation/certification does the supplier hold with external providers, or relevant key vendors (this will demonstrate the investments they have made in skills)?









How to find a Supplier

There are over 30,000 registered Microsoft partners within the UK, all of whom have different technical specialities and biases. Many partners claim to provide Office 365 services, but lots have limited experience of complex or high function deployments and tend to focus on pure email migration from Exchange to Office 365 in the cloud. Consideration regarding the broader functions available are often missed.

[image: ]

Microsoft provide a partner solution centre, which lists all accredited partners in the UK. However, the search functionality is poor and results can depend entirely on the quality of search terms. Many partners do not maintain their partner portal entry, and this can lead to poor engagement or misleading quality of information.

Embedded IT provide a free of charge “supplier matching” service at www.embedded-directory.com, which takes your company details and matches suppliers by capability, location, company size, target industry, and industry experience. Simply enter “Office 365” and your location on the home page, and all suppliers with this capability will be provided. Through registration and entering company details, suppliers will be ranked in order of appropriateness to your specific company. To find out more, visit www.embedded-directory.com










Author: Phil Clark, Embedded IT
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Phil Clark is the founder of the Embedded Directory; a website designed to help technology buyers find the right technology suppliers. Over the past 25 years, Phil has overseen numerous senior commercial management roles within Client, Vendor and Service Provider organisations, and now focusses on supporting technology sourcing and procurement projects for UK clients. He is the Treasurer of the CIPS South of England branch and actively supports CIPS events in the region to promote Technology Procurement with local students.   Make sure to follow Embedded IT on LinkedIn for further commentary on technology supply chain and trends.

Further Reading | Embedded IT and CIPS are in the process of defining a library of Buying Guides for a range of Technology Projects, however if you have a specific requirement please contact Phil Clark at phil.clark@embedded-it.co.uk and he will be happy to prioritise your requirement.
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Your feedback is important to us!

The primary purpose of Embedded IT's Buying Guides is to collectively develop tools and resources that support the technology buying community. If you feel there were any questions missing from this checklist or have any information or guidance that should be included, please get in touch so that we can continually improve this free resource. All feedback is gratefully received.

www.embedded-it.co.uk/contact-us
Author: phil.clark@embedded-it.co.uk

Leading global excellence in procurement and supply
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